Background
In September 1996, the Flight Vehicle Integration Panel made a proposal to form a Working Group that was approved by RTB in March 1997 under the same title. This group never started due to some difficulties to meet the experts from the appropriate organisms. In addition, RTO was restructured within the same period. The new SCI Panel received the legacy of this activity and decided at its 1998 Fall Business Meeting to ask IST Panel if this activity could be transferred under the IST panel auspices.
The idea for a Task Group has been discussed both in IST Panel meetings and via e-mail. In a discussion at its Fall 1999 meeting, a sufficient number of Panel Members supported the formation of a Task Group on the subject for more detailed and substantial work. Embedded systems are ubiquitous in military systems as well as in commercial products used in military applications. From tactical radios to range finders to avionics control units, the Battlespace is filled with digital devices that rely on embedded software for proper operation and functionality. For life-critical and mission-critical systems, extensive testing is required; yet the size and scope of embedded software in today's products precludes exhaustive testing.
Justification (Relevance to NATO)
Some testing techniques, such as modified condition/decision coverage (MC/DC), have been adopted by government agencies as required methods. Yet there is no body of knowledge that characterizes the types of faults typically found by the various methods and which types of faults might remain undetected. Furthermore, performance testing and stress/load testing are oftentimes overlooked until the product is fielded. Thus, verification and validation are critical efforts for embedded systems. Furthermore, the recent Y2K exercises demonstrated the difficulties many vendors experienced in certifying software. Those Y2K issues related strictly to date and time and yet were quite costly. Expanding the scope to include proper functionality under planned and unplanned usage is important, especially for safety-critical systems; cost-effective and timely methods are needed for certification.
A.2 OBJECTIVES Aim
The aim of the Task Group on "Validation, Verification, and Certification of Embedded Systems" is to consider better techniques to validate and verify embedded systems. In classic terminology, these two issues are:
"Are we solving the correct problem?" and "Are we solving it correctly?" Beyond the issues of verification and validation, there is the question of the basis on which these two aspects are judged. Is there a means to certify that systems meet their intended requirement specifications? This is of critical importance since many embedded systems are mission-critical and life-critical applications.
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Specific Goals
The Task Group will evaluate new testing techniques, partial or complete verification techniques, and certification techniques for correctness as well as better means of requirements specification and traceability in order to validate, verify, and certify the reliability of embedded systems. The following topics will be considered:
• Verification, including;
• Formal methods of correctness;
• Applications of model checking and theorem proving;
• Validation, including requirements traceability;
• Certification, including probabilistic measures of effectiveness (MoE) of survivability in the presence of system faults as well as intrusions or attacks;
• Survivability and/or graceful degradation and/or anomaly management;
• Cost and performance estimation of embedded systems, where performance includes both speed of execution and reliability;
• Automated techniques for requirements traceability;
• Techniques for testing stress and overload conditions;
• Design techniques for test and recovery; and
• Interface testing techniques for embedded systems which could include both specialized and Commercial-Off-The-Shelf (COTS) components.
Expected Deliverables and/or End Products
The proposed Task Group is to review the techniques currently used in the software industry to product high quality products; an appropriate number of methods and software life-cycle metrics for systems of relevant complexity should also be examined, particularly those which are supported by fully operational environments. At the conclusion of this activity, the Task Group should deliver a report addressing the following topics:
• Assessment of current technical capabilities and relevance of these techniques and methods to embedded military systems;
• Assessment of relative strengths and limitations of these methods;
• Assessment of current research trends in testing, formal methods, and requirements traceability;
• Specific recommendations for military application of these techniques; and
• Recommendation for future NATO IST efforts, if relevant, such as Symposium or Workshop.
